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Abstract  

The more precisely an AI system collects and analyzes user information, the more effectively it can tailor future 

recommendations for each user. However, gathering comprehensive information for individual users remains 

a significant challenge because they may have concerns about privacy or find the process bothersome. To 

encourage users to willingly provide diverse and meaningful personal information, we applied two widely 

discussed concepts in psychology and economics to conversational agents: Self-Disclosure and Utility Theory. 

Our study revealed that while both conversational strategies influenced user experience, the Utility Theory 

strategy, when combined with questions targeting opinions and emotions, enhanced users’ willingness to 

disclose personal information and improved their overall disclosure experience. These results highlight the 

importance of tailoring conversational strategies to information types to encourage self-disclosure effectively. 

Based on these findings, we propose design considerations for efficiently gathering user information through 

conversation. 

 

Keywords: User information disclosure, Conversational agents, Chatbots, Interaction design, Self-disclosure, Utility 
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1. Introduction 

AI-based recommendation systems are integral to various industries, where personalized services driven by 
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user data are key to competitiveness [13, 34, 47]. These systems depend on high-quality user data, but 

collecting detailed preferences and decision rationales remains challenging. This data is critical for delivering 

tailored and precise customization, enabling highly personalized services [5]. The challenge is even greater in 

sensitive fields like finance and healthcare due to privacy concerns and limitations in current data collection  

 

methods. Effective strategies are needed to address these issues. 

Web-based surveys are common for data collection but often suffer from low engagement and incomplete 

responses [6, 18, 40]. To overcome these challenges, chatbots have recently emerged as a potentially more 

effective method for gathering information from users [2, 25, 32]. Research results indicate that chatbots, by 

providing anonymity and offering users a familiar conversational environment, can elicit higher response rates 

and more voluntary information provision compared to traditional surveys [4, 25]. Additionally, studies have 

examined how different conversational styles of chatbots affect user self-disclosure [20, 28, 31, 41, 43]. 

Although these conversational strategies have been studied, there is limited work on optimizing these strategies 

for different types of information while improving user experience. Privacy concerns [42] and the challenge 

of capturing diverse user intentions also remain unresolved [33]. 

To bridge these gaps, this study adopts two psychological and economic theories for chatbot design: Self-

Disclosure, which fosters intimacy and openness through reciprocal sharing, and Utility Theory, which 

encourages information sharing by emphasizing the benefits of disclosure outweighing perceived risks. 

Specifically, this study examines how these strategies influence users’ willingness to share Facts, Opinions, 

and Emotions in sensitive domains such as finance. 

A user study with 18 participants focused on financial information was conducted, where each participant 

interacted with chatbots employing one of three strategies: Baseline, Self-Disclosure, or Utility Theory. 

Participants completed chatbot sessions designed around Facts, Opinions, and Emotions and later evaluated 

their experiences through surveys and interviews. 

The results reveal that the type of information requested by the chatbot significantly impacts the user 

experience during information disclosure. While the Utility Theory approach increased perceptions of 

usefulness and the willingness to share additional information, Self-Disclosure, contrary to previous findings 

[10, 31, 44], heightened privacy concerns in the financial domain, reducing user experience. For example, 

earlier studies suggested that emotionally warm and self-revealing chatbots foster trust and deeper engagement 

[10, 31]. However, our findings indicate that in sensitive contexts like finance, self-disclosure strategies may 

inadvertently amplify privacy anxieties, aligning with critiques that anthropomorphic cues can sometimes 

backfire in high-risk domains [42].  

This study contributes to the research on AI chatbot-based user information collection and provides practical 

insights for designing recommendation-oriented chatbot dialogues that enhance user experience. Through 

qualitative analysis, it examines the impact of information types and communication strategies on user 

behavior in sensitive domains such as finance. The findings highlight the importance of designing chatbot 

interactions that balance user comfort, privacy concerns, intimacy, usefulness, and willingness to share 

information. Additionally, the study emphasizes the need for domain-specific optimization in chatbot dialogue 

design and lays a foundation for future research on trust building, sustained engagement, and the ethical 

considerations of AI-mediated interactions. 
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2. Related Work 

2.1 Self-Disclosure in Chatbot Design 

Persuasion techniques from Human-Human Interaction (HHI) provide valuable insights for chatbot design 

[26]. Among these, self-disclosure is crucial for building trust and intimacy [11, 36], positioning chatbots as 

social actors rather than mere information tools [39]. Research on self-disclosure in chatbots can be grouped 

into three key areas. First, studies show that anthropomorphic cues—such as human-like avatars or profile 

images—encourage users to share more personal information by eliciting empathy and reducing perceived 

distance [23, 27, 46]. Second, an emotionally responsive and warm interaction style further lowers 

psychological barriers, increasing comfort and willingness to disclose [10, 31]. Third, longitudinal studies 

suggest that initial curiosity often deepens into meaningful relationships over time, fostering progressively 

richer self-disclosure [12, 38, 44]. These findings indicate that well-crafted self-disclosure strategies can 

enhance user engagement, trust, and the depth of shared information. 

 

2.2 Utility Theory to Encourage User Engagement 

Utility Theory posits that individuals weigh perceived benefits against risks, choosing options that maximize 

their utility [17, 37]. Similar concepts in social psychology, like Social Exchange Theory, argue that perceived 

rewards and costs shape willingness to interact [1, 19]. In HCI, clearly articulating benefits can improve user 

satisfaction and trust. For instance, when service robots explicitly communicate their advantages, users show 

increased trust and willingness to use them [24]. Likewise, chatbots that highlight concrete rewards—such as 

personalized recommendations or tailored advice—boost user engagement and satisfaction [22]. Even simple 

incentives, like monetary rewards or targeted health guidance, can raise survey response rates and participation 

levels [7, 21]. 

These insights imply that chatbots may effectively encourage users to share their information by combining 

the Self-Disclosure strategy, which builds rapport and lowers barriers, with the concept of Utility Theory, 

which clarifies the benefits users can expect from a specific action. This study goes beyond merely examining 

the effectiveness of these two strategies by additionally considering the types of information chatbots request 

from users. We explore how these strategies and information types influence user experience, providing 

important insights for designing more engaging and effective conversational experiences with 

recommendation chatbots. 

 

3. Method 

3.1 Conditions 

We assessed the following three conversational strategies: Baseline, Self-Disclosure strategy applying the 

concept of Self-Disclosure in Human-Human Interaction (HHI), and Utility Theory strategy applying the 

concept of Utility Theory. The application of these concepts to each chatbot is outlined below. Furthermore, 

we investigated the effects of each chatbot type across different user information types—Fact, Opinion, and 

Emotion. Examples for each combination are summarized in Table 1. 
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Table 1. Example Messages from a Chatbot Designed 

Based on Conversational Strategies and Information Types 

Conversatio

nal 

Strategies 

Informati

on 

Type 

Example Dialogue 

Baseline Fact What is your monthly income? 

 Opinion Do you think investing in stocks is risky? I’m curious if you’re 

investing in 

stocks and, if so, how you think one should invest. 

 Emotion How do you feel about the recent rise in living costs due to 

inflation? How 

has this situation affected your daily life? 

Self-

Disclosure 

Fact What is your monthly income? I’m a freelancer and I usually 

make around 

2 million won per month, though it varies. 

 Opinion Do you think investing in stocks is risky? I’m curious if you’re 

investing in 

stocks and, if so, how you think one should invest. I 

personally invest in a few stocks—five shares in tech 

companies—but I’m quite nervous about 

market volatility. What do you think about stock investment? 

 Emotion Recently, inflation has made grocery shopping burdensome 

for me, and I’m worried about my rising living costs. How do 

you feel about the increase in living costs due to inflation? 

How has this situation affected your daily life? 

Utility Theory Fact What is your monthly income? Based on your monthly 

income, I can 

recommend an ideal ratio for savings, investments, living 

expenses, and 

emergency funds. 

 Opinion Do you think investing in stocks is risky? I’m curious if you’re 

investing 

in stocks and, if so, how you think one should invest. If you 

provide more 

details, I can suggest a stock portfolio tailored to your 

investment preferences. 

 Emotion How do you feel about the recent rise in living costs due to 

inflation? How has this situation affected your daily life? I can 

also recommend strategies 
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to manage your living expenses efficiently and cope with 

inflation. Let’s 

explore ways to reduce costs while enhancing financial 

stability. 

 

3.1.1 Conversational Strategies 

We assessed three conversational strategies. 

• Baseline: A chatbot without any strategy as a controlled condition. 

• Self-Disclosure strategy: A chatbot with self-disclosure strategy, where chatbot first discloses its own  

information (predefined characteristics of the chatbot) before asking participants to share theirs. 

• Utility Theory strategy: A chatbot applying Utility Theory, it sends a message offering potential benefits 

based on collected information. After the conversation, the chatbot provides the promised information using 

ChatGPT. 
 

3.1.2 Information Types  

We examined the effects of these strategies across three types of information. 

• Fact Information: Objective, specific user information such as demographic data (e.g., age, income). This 

information helps build a user profile more efficiently and accurately, allowing for quick understanding. 

 • Opinion Information: Personal opinions on specific topics. This information offers insight into user 

preferences, life attitudes, and core values. 

 • Emotion Information: Information about the user’s feelings and emotions. This helps in understanding 

the user’s mood in specific situations and aids in creating an emotional user profile. 
 

3.2 Participants 

We recruited 18 participants (7 males, 11 females; 𝑀 = 25.23, 𝑆𝐷 = 3.47) with prior experience interacting 

with LLM-based chatbots. They received 7.5𝑈 𝑆𝐷 for their participation. 
 

3.3 Experimental Setup 

We employed the Wizard of Oz (WoZ) method to simulate chatbots with various conversational strategies 

on Discord [15]. This approach ensured that variations in user self-disclosure and experience were directly 

attributable to the designed strategies, avoiding limitations of current LLM-based systems. A human researcher 

simulated responses, maintaining consistent quality and precise application of Self-Disclosure and Utility 

Theory strategies. 

Finance was selected as the conversation topic because it is sensitive, amplifying the impact of strategies 

information types, as confirmed in a pilot study. Scenarios were designed in accordance with GDPR guidelines 

[16] and prior research [8]. 

The chatbot's reactions to user responses were also designed to align with the chosen strategies. In the 

Baseline strategy, simple responses (e.g., ‘I see’, ‘Alright’) were given. For Self-Disclosure, the chatbot shared 

similar experiences, such as, ‘Your income is similar to mine.’ In the Utility Theory strategy, the chatbot 
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offered personalized benefits, such as, ‘I’ll create a tailored portfolio based on your investment style’. 

Examples are provided in Table 1. 
 

3.4 Procedure 

Participants were assigned to a chatbot with one of three conversational strategies: Baseline, Self-Disclosure, 

and Utility Theory. Each participant engaged in three separate sessions with the assigned chatbot, each 

focusing on a different type of information: Fact, Opinion, and Emotion. Each session consisted of 8 questions 

related to the respective information type. The order of the sessions was randomized for each participant. After 

each session, participants rated their chatbot in terms of privacy concerns, disclosure comfort, intimacy, 

usefulness, and willingness to share their information on a 7-point Likert scale and provided explanations for 

their ratings. The entire process was conducted remotely via Discord [15] and Zoom [48], and each session 

was recorded. On average, the experiment lasted 90 minutes. We investigated the effects of Conversational 

Strategies and Information Types on user disclosure. This section presents findings based on subjective 

responses and participant feedback. 
 

4. Findings 

We investigated the effects of Conversational Strategies and Information Types on user disclosure. This 

section presents the findings based on subjective responses from surveys and results from interviews. The 

subjective ratings were collected for each conversational strategies for each information type, and the result is 

presented in Figure 1. Privacy concerns were highest when dealing with factual information, and 

correspondingly, disclosure comfort was lowest for factual information. Additionally, regardless of the type 

of information, the Utility Theory strategy resulted in the most favorable overall user experience. In contrast, 

the Self-Disclosure strategy tended to elicit a somewhat negative user experience, as the intimate approach 

was perceived as inconsistent with the chatbot's intended purpose in financial discussions. 

Figure 1. A usability evaluation using a 7-point Likert scale assessed the impact of three strategies 

(Baseline, Self-Disclosure, Utility Theory) and three information types (Fact, Opinion, Emotion) across five 

dimensions: Privacy Concern, Disclosure Comfort, Intimacy, Usefulness, and Willingness to Share More 

Information. 
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4.1 Highest Privacy Concern with Fact Information  

Our experiment found that while there was little difference in privacy concerns across strategies, there was 

a difference depending on the type of information requested. Especially participants expressed higher privacy 

concerns when the chatbot asked for numerical Fact information, such as asset levels or income. Through 

interviews, they expressed that disclosing detailed numerical information about themselves to the chatbot made 

them feel particularly vulnerable to harm if their information were exposed, leading them to avoid self-

disclosure. 

 

"Compared to other matters, issues related to assets (Fact) make me more cautious and sensitive. In 

particular, numerical information raises concerns about hacking or information leakage." (P14) 

 

Furthermore, our study found that even when addressing sensitive financial questions, approaching users by 

asking for subjective thoughts felt relatively less threatening, resulting in lower privacy concerns. 

 

"Because it wasn’t asking for detailed figures like numbers, but rather how I think about specific 

situations—that is, it had a strong subjective aspect—I wasn’t worried about providing my opinion." (P14) 

 

"I don’t think providing my emotional status would pose a threat to me. It feels like talking about my daily 

life to a friend, so I didn’t feel it was dangerous to talk to the bot." (P10) 

 

4.2 Disclosure Discomfort with Fact Information and Self-Disclosure Strategy 

There were differences based on the type of information requested similar to the evaluation of privacy 

concerns. Participants felt more comfortable when asked for Opinion and Emotion information compared to 

when asked for Fact information. 

 

"I don’t like talking about my income status, and I didn’t feel comfortable even with the chatbot." (P16) 

 

Notably, a participant reported that Self-Disclosure strategy chatbot’s continuous sharing of its own 

circumstances while asking about sensitive personal information was confusing. 

 

"This conversational style made it difficult to understand the chatbot’s purpose, thereby increasing 

discomfort with information disclosure." (P10) 

 

4.3 Limited Impact of Strategies and Information Types on Intimacy  

Regarding Intimacy, similar results were obtained across all strategies and information types. In our 

interview, however, three participants (P8, P12, P18) reported lower intimacy with chatbots inquiring about 

Fact information, as these conversations felt more sensitive. In this metric, Self-Disclosure strategy elicited 

mixed reactions. Two participants felt a sense of intimacy due to the chatbot’s self-disclosure and sharing of 

its own situation, while others found it suspicious and unclear in its purpose when it approached them to inquire 

about personal information. Furthermore, when the chatbot’s human-like characteristics (e.g., set occupation 

and income level) differed from the participant’s situation, they reported decreased intimacy. Thus, it was 

revealed that adopting Self-Disclosure strategy for chatbots, especially when inquiring about specific 

information on sensitive topics, can elicit polarized reactions.  
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"Even though it was virtual, the chatbot sharing its own story first made it feel friendly. Sharing familiar 

situations helped create a sense of familiarity." (P4) 

 

"Well, from the chat, it says it’s a freelancer with income, but I’m currently a college student without much 

income, so I actually felt a sense of distance." (P11) 

 

But most of our participants tended to focus more on the chatbot’s conversation topics, tone, empathy, and 

natural language understanding capabilities rather than the type of information requested when evaluating the 

chatbot’s level of familiarity. 

 

4.4 Enhanced Perceived Usefulness Achieved through Utility Theory Strategy  

Usefulness was higher for Utility Theory strategy, while Baseline and Self-Disclosure strategy scored 

relatively lower. Interview results revealed that the assessment of chatbot usefulness was related with the 

amount of information users provided to the chatbot. Participants, feeling discomfort with sensitive questions, 

were reluctant to provide their personal information, which led them to question the potential benefits they 

could derive from the interaction. 

 

"(When conversing with a chatbot inquiring about Fact information type) Some of the questions were 

about personal information that I couldn’t (or wouldn’t) provide, so I didn’t think I could obtain useful 

information." (P16) 

 

4.5 Highlighting Usefulness to Increase Willingness to Share More Information 

Finally, for enhancing willingness to share additional information, Utility Theory strategy was effective 

across all types of information. Those who found the chatbot particularly useful were more inclined to disclose 

further information. For instance, participants seeking financial advice or who found the chatbot’s information 

applicable to their personal circumstances expressed a greater willingness to share more details. 

 

“If I can receive the help I need, I’d be willing to disclose a certain amount of personal information.” 

(P13) 

 

“I believe it’s important to consistently prepare for future financial plans, like predicting market volatility. 

So, I think I’d be willing to share my personal information.” (P15)  

 

One of the participants mentioned that they would only be willing to share additional information if they 

could consistently verify the usefulness of the chatbot's responses. This implies that it may be important to 

continuously assess the quality of the information provided by the chatbot before disclosing personal data. 

 

“I’d only be willing to disclose if the information I receive is proven useful; otherwise, I’m not. I don’t 

trust it yet. I’ll keep observing how well it performs.” (P15)  

 

Interview results also showed that privacy concerns were the most influential factor in participants’ 

decisions regarding their willingness to provide additional information. It was found that directly inquiring 
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about personal information, especially numerical data, as in the case of Fact information, triggered privacy 

concerns. Thus, for sensitive topics, asking about emotions and opinions rather than requesting direct personal 

data was effective for information gathering. 

 

"(When conversing with a chatbot inquiring about Fact information type) I felt like I was exposing all 

aspects of my personal life. In this case, I have no intention of disclosing my personal information." (P6) 

 

These findings suggest that participants’ responses vary based on the type of information requested and the 

strategy employed. Utility Theory strategy consistently achieved higher scores, demonstrating its positive. 

impact on both perceived usefulness and willingness to share personal information. 
 

5. Discussion 

5.1 Utilizing Emotions and Opinions than Facts 

This study suggests the possibility that questioning methods focused on Emotion and Opinion can reduce 

users’ privacy concerns while simultaneously increasing their willingness to disclose additional information. 

When the chatbot initiated conversations centered on Emotion and Opinion, participants reported feeling more 

at ease and providing richer information compared to conversations focused on numerical data or identifiable 

factual information. One participant mentioned, "Talking about emotions felt like talking to a friend, so I felt 

comfortable, and it didn’t feel threatening." (P10) Therefore, when dealing with sensitive topics, adopting a 

more indirect approach could be an effective strategy to reduce users’ concerns while inferring the necessary 

information for future recommendations. 

 

5.2 Reconsidering Self-Disclosure in Sensitive Contexts 

Previous studies have emphasized that the self-disclosure strategy enhances intimacy and trust [28– 31, 35], 

and our survey results also confirmed that the Self-Disclosure strategy induced more intimacy compared to the 

baseline and Utility Theory strategies. However, interviews revealed that the Self-Disclosure strategy led to 

negative user experiences in goal-oriented contexts, such as financial conversations. Combining sensitive 

questions with a friendly attitude made the chatbot’s purpose seem ambiguous, leading users to perceive its 

intent as unclear and suspicious. One participant noted, "The way the chatbot tried to connect with me while 

asking about my financial status felt unnecessary and confusing." (P10) According to previous research, a clear 

purpose and intent are essential to build trust in goal-oriented interactions like financial services [9]. 

Participants in our study also expressed a preference for focusing solely on relevant information and engaging 

in intuitive and efficient communication without unnecessary conversational elements. This suggests that 

designing chatbot scenarios to build intimacy may not provide significant benefits when addressing sensitive 

topics. 

 

5.3 Considerations for Applying Utility Theory 

The Utility Theory strategy effectively reduced privacy concerns and increased the willingness of users to 

disclose additional information by clearly communicating incentives and perceived value, outperforming other 

strategies. Interviews revealed that the key factor influencing users' willingness to share information was their 

recognition of the chatbot's usefulness. Previous studies have shown that users are more likely to share personal 

information when clear benefits, such as personalized services, are provided [3, 14, 45]. This study shows that 

this tendency can also be applied to chatbot design in sensitive financial contexts. Specifically, consistently 
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and clearly communicating how the information would be used and the expected benefits at each request 

reduced users’ privacy concerns and enhanced their recognition of the chatbot’s utility. These findings 

highlight the importance of emphasizing transparency and perceived utility as key elements in the chatbot 

design process 

 

6. Limitations & Future Works 

This study has several limitations. First, it focused on one-time interactions, leaving questions about long-

term effectiveness unanswered. While participants experienced all three information types (Fact, Opinion, 

Emotion), they did not experience all strategies, limiting insights into the interaction between strategy and 

information type. Additionally, the small sample size of 18 participants restricts the generalizability of the 

findings, and results from financial contexts may not fully apply to other sensitive topics. Future research 

should explore how Self-Disclosure and Utility Theory strategies perform in long-term interactions and across 

diverse sensitive topics. Examining various strategy-information combinations with larger, more diverse 

samples could enhance generalizability. Applying Social Penetration Theory (SPT), which posits that deeper 

relationships form through progressively intimate disclosures, could offer insights into user self-disclosure 

patterns over time. 
 

7. Conclusion 

This study explored the influence of chatbot conversational strategies and information types on users’ self-

disclosure. Using a LLM-based chatbot to generate financial scenarios and structuring questions around Fact, 

Opinion, and Emotion information, we examined user behavior through a study involving 18 participants. Two 

conversational strategies—Self-Disclosure, aimed at fostering intimacy, and the concept of Utility Theory, 

designed to emphasize usefulness—were compared across three information types. The findings reveal that 

the Utility Theory strategy, combined with an approach focusing on opinion- and emotion-related questions, 

positively influenced personal information disclosure. This approach enhanced the user experience and 

increased their willingness to provide additional information. This highlights the importance of aligning 

conversational strategies with information types, demonstrating how the right strategies can enhance user self-

disclosure while improving the collection of rich user profiles for personalized recommendations. 
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